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[Insert title of invention] Method 
and system for a file encryption 
and monitoring system 

Abstract of Disclosure 

A system designed for file encryption and monitoring that allows remote access 
verification for individual files and allows the File Owner to control access permission 
and usage of file by specific user or group of users. The purpose of the system is to 
encrypt and automatically distribute protected file to authorized users, and then 
monitor file usage by specific users, control individual usage rights of protected files 
once they have been given to user, contact users via messaging function, sort, search 
and export specific users or groups of users. It does this by: Secure encryption of file 
using high level encryption algorithm; Creation of password key templates which 
contain access rights set by the author. The system can associate the file with one or a 
group of key templates; Automatic addition of authorized user. This can be done via 
third party payment system or by File Owner. User data is added to the database 
automatically; Auto-generation of password for that specific user and file. Once a user 
has been authorized, a password key containing the usage rights for that file and user 
is generated. The file download link and password key is distributed to authorized 
user via E-mail. The download system only allows file to be downloaded a pre-defined 
amount of times; Installation of rights enforcement monitor on user"s PC when the file 
is opened for the first time. Rights enforcement monitor checks user access rights via 
periodic HTTP/SSL connection with remote server; Rights enforcement monitor 
decrypts file once password key rights have been verified by the remote server; Access 
rights can be changed or revoked by creator of file, this change will affect the user"s 
file access; Creator of file can send html or text message to specific users of specific 
files using the monitoring component; and Creator of file can create specific lists of 
users using any recorded data criteria. These lists can be contacted via the messaging 
system, E-mailed using the E-mail system, or the data can be exported for use in 
other software. 
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Figures 
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